
t has become commonplace for commentators to note
that, over the past dozen or so years, the international
security environment has undergone a momentous
transformation.  The fall of the Soviet Union, the
decline in the number of inter-state conflicts, the

accelerated integration of the international economic sys-
tems, the growing influence of non-state actors, as well as
revolutions in military affairs and information technology,
have all contributed to the creation of new threats to states,
military forces and civilian populations.  

Among these new dangers are what analysts have
labelled “asymmetric threats”.  The expression refers to
means or tactics employed by states, terrorist groups or
individuals to carry out attacks on a superior opponent
while trying to avoid direct confrontation.  The attacks will
seek to circumvent the adversary’s advantages or exploit its
weaknesses.  These non-traditional threats pose particular
challenges to the defence communities of Western nations,

especially with regard to force protection.  The question of
how to protect deployed personnel against asymmetric fac-
tors has become central in the minds of military thinkers as
they strive to prepare their forces to operate on the battle-
field of the future.  

The problem of force protection against asymmetric
threats is of particular importance for Canada and the
Department of National Defence (DND).  The Canadian
Forces (CF) is often called upon to deploy as part of peace
support operations, humanitarian missions or other actions
undertaken alongside Canada’s allies.  As these activities
take place in environments that are by definition tense or
unstable, Canadian troops will undoubtedly be exposed to a
variety of threats — including those of an asymmetrical
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A Lord Strathcona’s Horse officer paying a visit to a school in Sanski Most, part of a ‘winning the hearts and minds’ programme in the Canadian
area of responsibility in Bosnia.
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nature.  This article will highlight the most significant
issues in force protection against non-traditional threats in
the context of peace support operations, and will explore
ways by which the CF might counter them.  

THEORETICAL CONSIDERATIONS 

Generally speaking, asymmetric warfare occurs when a
party employs unexpected or unusual tactics or

weapons to defeat,
reduce or neutralize
the superiority of its
opponent.  In this
regard, the terrorist
attacks perpetrated
against the United
States on 11 September
2001 are a perfect
example of an asym-
metric action: civil-
ian airliners were
used in a way previ-
ously unimagined,
directed as missiles
against the heart of a
large city and causing
tremendous material

damage and human casualties.  For their part, the terrorists
suffered only a minimum loss of resources.  

The Canadian Forces defines an asymmetric threat as
“attempts to circumvent or undermine an opponent’s
strengths while exploiting his weaknesses, using methods
that differ significantly from the opponent’s usual mode
of operations.”1 Asymmetric threats can be grouped in
three broad categories: information operations (IO),
weapons of mass destruction (WMD) and non-conven-
tional operations.  

� Information Operations. Like other Western coun-
tries, Canada is highly dependent on information sys-
tems.  Computers are now used in every field of life,

from the simplest activ-
ities to critical sectors
such as communications,
energy and finance.
Electronic systems are
also crucial elements in
the information-gather-
ing process necessary
for decision making.
This dependence leaves
Canada vulnerable to

information operations conducted by hostile parties.
These factions might infiltrate military or civilian
information technology systems (including those used
for C4ISR2 and logistics) to modify or manipulate data,
attack the national strategic infrastructure, or disrupt
decision-making processes or information collection
and management capability. Information operations
can take three forms: 

• strikes against infrastructures (e.g., com-
puter network attacks, electronic warfare
and physical destruction); 

• deception (e.g., propaganda operations
through public communication channels,
misinformation, hoaxes, etc.); and 

• psychological operations (e.g., hostage
taking and the distribution of leaflets,
radio or television broadcasts, and other
means of transmitting information that
promote fear or dissension).

� Weapons of Mass Destruction.  The last decade has
seen a proliferation of weapons of mass destruction
(WMD), so labelled because they can cause indiscrim-
inate suffering and death to a large number of people
over a wide physical area.  Despite international treaties,
several countries are actively looking to develop these
weapons or to acquire their means of delivery.3 The
fact that some of these weapons can be produced by
individuals (thereby making them easily available to
whoever is willing to pay for them) only increases the
threat.  The risks from WMD fall into the following
broad categories:  

• Nuclear. Even if the possibility of a full-scale
nuclear war has all but disappeared, threats involv-
ing nuclear weapons remain.  There are grave
uncertainties about the physical security of
Russia’s nuclear arsenal, and fissile material could
be smuggled out of civilian or military facilities
and acquired by hostile individuals or organiza-
tions.  Proliferation is also a problem at the state
level, where India and Pakistan have become the
latest countries to develop nuclear weapons and
where other countries, such as North Korea, are
believed to have nuclear weapon programmes.  

• Biological. Biological agents are relatively
cheap to produce, are within the capabilities of
civilian biotechnologists, and have the potential
to cause large-scale casualties or commotion
(e.g., the anthrax incidents of the fall of 2001 in
the United States and other countries).
Conscious of the serious threat posed by biologi-
cal agents, states have developed the Convention
on the Prohibition of the Development,
Production and Stockpiling of Bacteriological
(Biological) and Toxin Weapons and on their
Destruction (BTWC).4 However, a number of
states have yet to sign or ratify this document,
non-state actors are out of its reach, and the
Convention lacks any verification mechanisms.  

• Chemical. Chemical weapons are also relatively
easy and inexpensive to produce.  As in the case of
biological weapons, an international convention
prohibiting the use of these types of weapons
exists (the Convention on the Prohibition of the
Development, Production, Stockpiling and Use of
Chemical Weapons and on their Destruction
(CWC)),5 but some states remain outside its
regime.  The CWC requires States Parties to pre-
vent people under their jurisdiction from engaging
in prohibited activities involving chemical
weapons, but the nature of terrorist groups (com-
bined with the ease with which certain chemical
agents can be purchased or manufactured) makes
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the implementation of national laws designed to
support these measures nearly impossible.6 The
international community was reminded of the
threat posed by chemical weapons in June 1995,
when members of the Japanese Aum Shinrikyo
religious cult launched a terrorist attack on the
Tokyo subway.  The sarin gas used in the attack
killed 12 people and injured 3,800 others.7  

• Radiological. Any country with civilian nuclear
technology can produce radiological weapons.
Such devices, which use the hazardous effects of
radioactive material (such as plutonium or radium)
to cause casualties or illnesses, are relatively easy
and inexpensive to manufacture, though their dis-
tribution may be problematic. Terrorist organiza-
tions could notably use radioactive material in
conjunction with conventional explosives to create
a ‘dirty bomb’. For these reasons, the destructive
potential of radiological weapons should not be
minimized. 

� Non-conventional Operations.  These types of oper-
ations include the use of non-orthodox tactics or ter-
rain, civil disobedience and terror to circumvent an
adversary’s numerical, tactical or technological
advantage: 

• Use of novel tactics and terrain. The use of non-
traditional tactics (e.g., hit and run) and terrain
(e.g., urban areas) 8 by an asymmetric opponent
can facilitate a direct attack on military assets and
operations, maximize the physical and psycholog-
ical impact of the attack, and hinder military and
police responses.  The conduct of belligerent
reprisals in built up areas poses particular prob-
lems, as large numbers of civilian bystanders can
hamper a clear identifi-
cation of the attackers.
Furthermore, a counter-
attack carries the risk of
further civilian casualties.9  

• Civil disobedience.  Asym-
metric opponents can
pose a threat by fomenting
strikes and riots, demon-
strations, boycotts and
illegal occupations of
facilities in order to
destabilize, discredit or
inflict damages to those
they view as their adver-
saries.  This type of non-
conventional action is
increasingly common in
failed states (e.g. Somalia)
or countries with tenuous
political controls, and
can be directed at both
military and non-mili-
tary personnel.  

• Use of terror. Actions
such as the intentional

targeting of civilians in locations distant from the
main stage of the conflict, hostage taking, kidnap-
ping, maiming, murder and other criminal activi-
ties can cause terror among a population without
the asymmetric attacker being exposed to too
much risk.  As examples, we can cite the almost
routine abduction of journalists or law officials by
non-governmental factions in Colombia or of
humanitarian aid personnel in Chechnya.  Chechen
rebels have also gained international media atten-
tion on 23 October 2002, when they took several
hundred people hostage in a Moscow theater.  

CF OPERATIONS AND ASYMMETRIC THREATS

The majority of CF personnel currently deployed abroad
are engaged in peace support operations.  These opera-

tions are often conducted in environments which are unsta-
ble (sometimes volatile) and which can lack political and
judicial structures.
Parties hostile to the
presence of the peace-
keeping force might
take advantage of
these conditions and
strike against it using
asymmetric means.  

While it is expect-
ed that front-line
peacekeeping troops
will be well armed,
well trained and well
protected from most
asymmetric threats,
support structures such as base camps, logistics installa-
tions and lines of communications will likely be more vul-
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A seaman aboard HMCS Winnipeg standing by to operate a signal lamp during operations in the Arabian Sea
as part of Operation “Apollo”, the international campaign against terrorism, November 2002.

Winter 2002 - 2003  ● Canadian Military Journal 11

O
P

E
R

A
T

IO
N

S

“Asymmetric threat:

attempts to circumvent or

undermine an opponent’s

strengths while exploiting

his weaknesses, using

methods that differ 

significantly from the

opponent’s usual 

mode of operations.”



nerable.  Since their primary role is to support the mission,
the people manning the logistics elements will probably not
be as well armed and trained or have as much protective
equipment as the deployed soldiers.  Furthermore, because
of personnel and budgetary reductions in several Western
armed forces, an increasing numbers of civilian contractors

are deployed in theatres of operation.10 All these factors
could present tempting opportunities for an opponent pre-
pared to use asymmetric means.  

Threats to a peacekeeping force could materialize in
several ways. In the domain of information operations,
potential opponents could perpetrate attacks against C4ISR

systems.  These attacks
could take the form
of physical destruction
of systems, denials
of service or data
tampering, and could
be perpetrated with a
view to disrupt com-
mand and control or
interrupt communi-
cations.  Adversaries
could also engage in
media manipulations
or propaganda oper-
ations through public
c o m m u n i c a t i o n

channels with a view to discredit the peacekeeping force,
turn the local population against it, or sap the morale of sol-
diers.  Finally, the security of international peacekeepers
could be jeopardized by the re-ignition of violence in their

deployment area, notably because of the distribution of
leaflets or media broadcasts that promote fear and dissen-
sion or incite people to violent actions.  

The acquisition of weapons of mass destruction by
potential opponents could also threaten Canadian personnel

in the field.  When
deployed in the Persian
Gulf during Operation
“Friction”, Canadian
troops were faced with
the threat of chemical
or biological attacks
by Iraqi forces.  Even
if the potential oppo-
nent does not possess
the capability to deploy
them operationally,
simply threatening to
use these types of
weapons can deter mil-
itary deployments and
peace support opera-
tions. Actual use can of
course have extremely
dire consequences.  The
WMD threat goes fur-
ther than classic
weapons-grade nuclear,
biological or chemical
agents.  Opponents could
resort to the deliberate
release of toxic indus-
trial material to perpe-
trate an asymmetric
attack on a peacekeep-
ing force.  Threats to CF
personnel on overseas

operations also include exposure to radiation from inten-
tionally damaged civilian radiological sources (such as
nuclear power plants), or terrorist attacks with rudimentary
radiological devices. 

Non-conventional operations are another possible
asymmetric threat to CF personnel deployed on peace
missions.  Past international operations have had to cope
with hit and run tactics, ambushes or suicide bombings.11

Deployed troops are also exposed to terrorist attacks12

and are at risk of being involved in hostage taking.  The
CF have been the unfortunate victim of the latter when a
Canadian peacekeeper serving with the United Nations in
Bosnia-Herzegovina was taken hostage and used as a
human shield in 1995, and when two officers were
detained and suffered injuries after being ‘interrogated’ in
the Democratic Republic of Congo in 2000.  Opponents to
an international presence may also use narcotics and other
vices to incapacitate and corrupt members of a peace-
keeping force.  Finally, acts of civil disobedience, such as
demonstrations, illegal occupations of facilities or riots,
could threaten the security of peacekeepers.  We have
notably seen this happen in Kosovo and Bosnia-
Herzegovina.13 This threat is only likely to increase as
the mandate of peacekeepers now frequently includes car-
rying out police duties until a civilian judicial system can
be developed.  
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A Canadian corporal applying chemical agent detector paper to a colleague’s chemical defence suit during an exercise
at Camp Ziouani in the Golan Heights, November 2002.
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COUNTERING ASYMMETRIC THREATS

Canadian troops deployed on peace support operations
are exposed to many asymmetric threats. However,

countering those threats presents unique challenges.
Operational staffs, engineers and security forces must bal-
ance force protection requirements with specific mission
needs and objectives.  Excessive security measures may
very well compromise some operations by isolating the
deployed units from the local population, or by making
them appear as an overly aggressive, even threatening force.  

With regard to information operations (IO), better
force protection could be achieved by developing the CF’s
capability (both on the human resources and technical
sides) to protect its computers and other electronic systems
from outside attacks.  This can be done through improved
encryption devices, computerized identification and intru-
sion detection systems, as well as through tighter ‘fire-
walls’.  The CF should also expand its potential for pre-
ventive or offensive IO in order to neutralize any system
that poses a threat to its own electronic equipment or that
has previously perpetrated cyber-attacks against it.  It is
also important for the CF to further develop its psycholog-
ical operations (PSYOPS), public affairs and civil-military
cooperation capabilities, since these activities can be used
to protect forces from asymmetric threats by ‘winning
over’ the local population and neutralizing the human
aspects of a potential threat.14

The CF’s response capability against weapons of mass
destruction remains limited.  An audit of the CF’s nuclear,
biological and chemical defence capabilities carried out by
the Chief of Review Services (CRS) in May 2001 demon-
strated this shortfall.  For example, the CF Nuclear,
Biological and Chemical Response Team (NBCRT), locat-
ed at CFB Borden, is constrained by its mandate to deploy-
ments only within Canada, while the Nuclear Emergency
Response Teams (NERTs), located at CFB Halifax, CFB
Esquimalt and CFMETR
Nanoose, are only deployable
locally.  

In the follow-up to 11
September, the CF’s defence
capability against WMD was
given a higher priority.  In
that context, the CF recently
created the Joint Nuclear,
Biological and Chemical
Defence Company.  Once
fully operational in 2005, the
company should significantly
enhance the CF’s ability to
protect its deployed person-
nel — whether in Canada or
abroad — against NBC
attacks.  

One of the main force
protection issues regarding
non-conventional operations
is the danger of terrorist
attacks against deployed
installations.  It is therefore

important to improve the perimeter security capabilities of
the CF.  This could be achieved by the procurement of bet-
ter equipment, such as deployable explosive device
removal equipment and intrusion alarm systems for perime-
ter security.  On the training scene, there is a need to con-
duct specialist training for explosive device removal tech-
nicians.  To better protect individuals, personnel security
courses (e.g., protection against kidnapping) could occupy
a greater place in CF training, with a refresher course
adapted to conditions in the field being offered before an
operational deployment.  

Regardless of the type of threat, better intelligence is
needed to anticipate and counter asymmetric warfare.
Indeed, an understanding of potential enemies, their moti-
vations, their strategies and methods, their objectives and,
especially, their cultural context, is perhaps more important
than any technological advantage.  We must also realize
that traditional intelligence collection means, which are
technologically heavy and still driven by Cold War require-
ments, may not present the best options for dealing with
asymmetric threats.
While technological
assets are vital to
assess and monitor
these threats (some
terrorist groups are
using the Internet to
transmit encrypted
messages to their
followers), the best assets for intelligence gathering on
asymmetric threats will continue to be human (HUMINT)
and open sources (OSINT).  

CONCLUSION

In the last decade, the concept of asymmetric threats has
risen to the top of concerns for military planners.  As

they were confronted with less predictable and more diffuse
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A Canadian sergeant greeting village elders in Senafe, Eritrea, during a foot patrol intended to keep a close
watch on the local situation, May 2001.

“Deployed troops are also

exposed to terrorist attacks

and are at risk of being

involved in hostage taking.”



threat factors, many organizations molded by Cold War
requirements became vulnerable.  While the CF has
acknowledged the importance of protecting its troops and
installations against asymmetric threats, its adaptation to
the new reality is far from complete.  For example,
although doctrine for intelligence, information operations
and NBC defence is either in place, in draft or in develop-
ment, the CF has no overarching doctrine to deal with

asymmetric approaches.  There is also no
formal Canadian joint doctrine for force
protection or anti-terrorism.15  

Whatever action the CF takes to im-
prove its capabilities to counter asymmet-
ric threats, special consideration should be
given to non-military personnel.  As we
have seen, civilian contractors are fre-
quently employed to provide support serv-
ices for military operations, including
peacekeeping missions, even though many
observers consider that this dependence on
civilians will become a considerable weak-
ness of future overseas deployments.
Furthermore, military personnel are often
deployed alongside civilian administrators,
members of non-governmental or humani-
tarian organizations, journalists and, of
course, the local population.  Needless to
say, all of these civilians must be protected
as well.  

The Canadian Forces is developing
strategies to ensure the protection of its

members against asymmetric threats, but much remains to
be done.  When fully implemented, however, these strate-
gies will go a long way toward strengthening the CF’s abil-
ity to be operationally effective, regardless of the environ-
ment or threat.  

14 Canadian Military Journal  ● Winter 2002 - 2003

NOTES

The author wishes to thank Major Jeff Tasseron, from
the Directorate of Strategic Planning Coordination at
NDHQ, for his constructive suggestions for revisions
of this article.

1. Definition adopted by the Armed Forces
Council, 18 April 2000.
2. Command, Control, Communications, Computer,
Intelligence, Surveillance and Reconnaissance.
3. On 11 December 2002, Spanish vessels
patrolling the Arabian Sea intercepted a container ship
loaded with 15 North Korean-made Scud-type ballistic
missiles heading for Yemen. 
4. In force since 1972, the BTWC was the first
treaty to ban an entire type of weapon.
5. As of November 2002, 147 countries were par-
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by rioting Bosnian Croats in the town of Mostar.  The
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breakaway movement.  
14. For more on psychological operations, see
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Canadian troops taking up defensive positions to protect Bosnian Serbs during a riot by
Bosnian Croats in Drvar, Bosnia, April 1998.  Civil disobedience is one of many forms of threat
to military forces involved in peace support operations.




